
 

 

ASH GREEN SCHOOL 

 Keeping children safe online and Anti-Bullying. 

A supportive guide. 

 

It goes without saying that young people are online more than ever, and the COVID-19 

pandemic has pushed a generation who were already engaged and surrounded by digital 

influences even further into the online world. 

This has had huge benefits for all- it has allowed us to 

continue to educate our students and check on their 

well-being but of course comes with some additional 

risk- We at Ash Green School are committed to 

continuing to help our families support their children 

through this challenging time and ensure that they are 

safe online. This guide provides you with information 

about online safety and support for what to do if you are concerned that they are not safe. 

Our guide will give you some ideas and support for how to manage online activity in your 

household but importantly how to spot the signs that your child maybe unsafe or being 

bullied.  We will also provide support in what to do and how we as a school can help if this is 

happening. 

 

 

CYBER BULLYING- WHAT IS IT? 

 

Cyberbullying can include: 

 sending threatening or abusive text messages 

 creating and sharing embarrassing images or videos 

 trolling – the sending of menacing or upsetting messages on social networks, chat 

rooms or online games 

 excluding children from online games, activities or friendship groups 



 shaming someone online 

 setting up hate sites or groups about a particular child 

 encouraging young people to self-harm 

 voting for or against someone in an abusive poll 

 creating fake accounts, hijacking or stealing online identities to embarrass a young 

person or cause trouble using their name 

 sending explicit messages, also known as sexting- (This is illegal, and you are within 

your rights to contact the police, and should contact the Safeguarding Team at Ash 

Green for support) 

 pressuring children into sending sexual images or engaging in sexual conversations. 

(This is illegal, and you should report this to the police and contact the Safeguarding 

Team at Ash Green for further support) 

 

What can you do to help? 

If you suspect your child is being bullied, explain to them what bullying is, and ask if 

anything like that has happened to them. Keep calm and listen carefully to what they say. 

They may feel really scared, embarrassed or ashamed that they’re being bullied, and they 

may be worried about what will happen if they tell anyone. 

Once you know your child is being bullied, remember to check in with them regularly. 

Remind them that they can talk to you about how they’re feeling whenever they want. 

 

Who can you contact for support, and what can you do? 

 Firstly, stay calm- easier said than done. This will be dealt with and you can get it 

stopped and under control 

 Take screenshots of anything that your child has been sent which is of an abusive or 

inappropriate nature 

 DO NOT retaliate and send messages back- you will be adding fuel to the fire and 

making resolving it more complicated. 

 Once you have taken screenshots, block the individual on ALL online platforms. 

 You can report online bullying directly to the school using our online reporting 

system (if the bullying is taking place at school or between your child and another 

student as Ash Green). Our online reporting system can be found directly on our 

website and is monitored by the Anti-Bullying Lead Miss R James.  

 You can contact your child’s Head of Year or Tutor and inform them directly about 

your concerns and they will follow the usual procedure- DO NOT include any images 

sent to or by your child when making contact with staff at Ash Green School- you can 

describe the nature of the images without sending them. 

 You can contact any of the following organisations to support you in dealing with the 

impact of Cyber bullying 

 



Childline offers free, confidential advice and support whatever your worry, 

whenever you need help. 

0800 1111 

 

The Diana Award- The Diana Award Crisis Messenger provides free, 24/7 

crisis support across the UK. If you are a young person in crisis, you can text 

DA to 85258. 
 

The Anti-Bullying Alliance- https://www.anti-bullyingalliance.org.uk/ 

 

 

What should you be looking out for? 

 

TIK TOK- An app for creating and sharing short videos. Users can create 

short music videos of 3 to 15 seconds and short looping videos of 3 to 60 

seconds. It encourages users to express themselves creatively through 

video. Special effects can be added to the videos. 

Possible Concerns: Thirteen is the minimum age to use this app, but 

there isn’t a real way to validate age so anyone can download the app. All 

accounts are set to public so strangers can contact your children. 

 

Purpose: YOU TUBE-  is a place to house and share your videos. 

You can control privacy settings. It’s also a great resource for 

educational videos and entertainment. 

Possible Concerns: Inappropriate content has been sliced into both 

all-ages content and children’s content. Also, comments on videos 

can be extremely inappropriate and hurtful. 

 

Purpose: TELLONYM-This is an anonymous messenger app. It calls itself 

“the most honest place on the internet.” This app is extremely popular in 

middle schools and high schools and it allows kids to ask and answer 

questions anonymously. 

Possible Concerns:  It is common to see cyber bullying, violent threats, 

and sexual content. It also offers unmonitored access to the internet. The 

age restrictions are inconsistent ranging from 12 to 16, but this app is inappropriate for 

anyone younger than being in their late teens. 

tel:08001111
https://www.anti-bullyingalliance.org.uk/
https://www.familyeducation.com/teens/how-to-deal-with-your-teens-youtube-addiction


 

Purpose: IMVU- This is a virtual world game like SIMS. Users interact 

with each other as avatars. IMVU stands for Instant Messaging Virtual 

Universe. 

Possible Concerns: There is nudity and sexual encounters in areas that 

are for 18+, but there is also evidence of this in the regular area of IMVU 

as well. There is a Chat Now feature that randomly pairs users with other 

users and can lead to inappropriate pairings and interactions. All profiles are public. 

 

Purpose: HOUSEPARTY is a video chatting app that's pretty open. 

Friends can communicate with each other through live video and texts in 

chat groups. 

Possible Concerns: There's no screening and the video is live, so there's 

nothing to keep young people from inappropriate content. Users can send 

links via chat and even take screenshots. There's also nothing keeping 

friends of friends joining groups where they may only know one person. 

 

Purpose: SNAPCHAT is an app that allows users to send photos and 

videos that disappear after they're received. It's rated ages 12+. The filters 

and special effects allow users to alter pictures. 

Possible Concerns: Some young people will be using the app to send 

inappropriate images of themselves and they may believe the images can't 

be saved and circulated. Snapchat pictures do not completely disappear from a device, and 

users can take a screenshot before an image vanishes in the app.  

Please remember that to receive or send an image of yourself of others when you are under 

the age of 18 that is of a sexually explicit, suggestive or revealing nature is illegal and 

considered the making and distributing of Child Pornography (even if it is of yourself). 

 

Purpose: INSTAGRAM- This hugely popular photo-sharing site is 

owned by Facebook, so you may be more familiar with it than with other 

photo-sharing apps. Users can add cool filters or create collages of their 

photos and share them across Facebook and other social media platforms.  

Possible Concerns: The app is rated 13+ but users can still find mature 

or inappropriate content and comments throughout the app (there is a way 

to flag inappropriate content for review). "Trolls" — or people making vicious, usually 

anonymous comments — are common. A user can change the settings to block their location 

or certain followers, but many users are casual about their settings, connecting with people 

they don't know well or at all. 

 

http://www.thedailybeast.com/cheats/2013/05/09/snapchat-doesn-t-delete-photos.html


Other Apps to look out for:  

 Tumbler 

 Look 

 Kik Messenger 

 Tinder 

 Whisper 

 Voxer 

 Gaming apps 

 Online Gaming 

 

 

What else can you do to keep your children safe online? 

Talk openly and calmly about which apps they are using, how they work, and whether they 

have experienced any issues on them, such as cyberbullying or contact from strangers. Look 

into apps that help you monitor your child online. And keep these tips in mind: 

 You can set up age limits on your child's device. The 2013 Pew Research Center 

survey found that nearly 40 percent of teens say that they have lied about their age to 

gain access to a site or create an account, Restricting access to apps by age rating is a 

wise if you can. 

 You cannot join every site or app and monitor your child's every move online; young 

people will find a new platform that their parents don't know about yet. Rather than 

hovering or completely barring your child from downloading every social media app, 

sit down and go over some general rules to keep him smart and safe online. 

 Tell your child to let you know if someone is hurting them or making them feel 

uncomfortable online, even if the person is acting anonymously.- Make sure they 

understand that there is help available and that it can be stopped and solved.   

 Make a rule that your child must ask for permission before downloading any apps — 

even free ones — just so you're aware of them. When your child wants to join a new 

social media platform, go through the security settings together to choose the ones 

you're most comfortable with. Advise your child not to share passwords with anyone, 

including best friends, boyfriends, or girlfriends 

 

 

REMINDER: Who can you report concerns to? 

 

 Ash Green School Staff- Safeguarding Team- Information can be found on the School 

Website-  

 The Police 

 NSPCC 

https://www.familyeducation.com/node/4241
https://www.familyeducation.com/fun/mobile-apps/10-apps-parents-monitor-kids-mobile-use
https://www.familyeducation.com/life/social-networking/5-things-you-should-do-your-kids-join-social-media-sites


 Childline 

 If cyber-bullying or abusive behaviour is taking place during Online Gaming, you 

can contact the apps directly to report abuse. This is also true of Twitter, Facebook 

and Instagram. 

 

 

Finally- Where possible monitor the screen time that your child is engaging in and ensure that 

you have a balance between the online world and the real one you share as a family. This is a 

challenging time and it won’t be easy- Ash Green School remains committed to supporting 

all our families in getting through this difficult time, so don’t hesitate to get in touch! 

 

Safeguarding Team at Ash Green School. 

Mrs N Wing- Director of Inclusion 

Mrs R Hendry- DSL 

Miss D Fenlon- DSL  

Miss H Wallis- 6th Form 

Miss R James- Anti-Bullying and Equality and Diversity 

Miss K Owen- Behaviour and Attendance 

Mrs J Toms- Attendance  

Miss D Hart- Mental Health and Wellbeing  

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 


